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A Brief Overview
The problem isn’t compliance. It’s architecture.
For years, compliance in Medicaid and HHS systems was treated as an episodic event: 
prepare for an audit, respond to findings, and move on. That world is gone. CMS and federal 
auditors now expect continuous compliance, with critical findings remediated in days – not 
months.

Most state systems weren’t designed for this reality. They were built incrementally, stitched 
together over time, and dependent on external tools and state staff heroics to stay 
compliant. When timelines were compressed, those systems didn’t bend – they broke. Staff 
burned out, consultants multiplied, and compliance became a constant fire drill.

What changed outcomes wasn’t better effort, but better architecture.
Systems designed as true SaaS platforms – with security, identity management, monitoring, 
and auditability built in – shift the burden away from the state. Compliance stops being 
something you scramble to prove and becomes something the system produces by 
default. But the real unlock is vendor accountability. When the platform owner owns 
compliance updates – not the state – new federal requirements stop triggering emergency 
procurements and unplanned work. The state moves from operator of compliance to 
overseer of outcomes. This is how compliance becomes boring again – and boring is exactly 
what we want.

Quick Talking Points

The demands of security and compliance in HHS are changing.
“The biggest shift isn’t new regulations – it’s the collapse of remediation timelines.”

•	 Audits used to be episodic; now they’re continuous.
•	 Five- to ten-day remediation windows fundamentally change what 

works.
•	 Legacy systems weren’t designed for this pace.

Almost every CIO in government has felt this pressure in the last few years.

The problem we face needs to be reframed.
“Compliance failures usually aren’t governance failures – they’re architecture 
failures.”

•	 You can have good policies and strong teams and still fail audits.
•	 When systems are stitched together, evidence is scattered, and audits 

slow down.
•	 Staff often end up compensating for system gaps.

It’s key that we diagnose the root cause instead of blaming people.
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Quick Talking Points (continued)

Bolted-on security measures have hidden costs.
“Bolt-on security tools look reasonable in isolation and become painful in aggregate.”

•	 Separate IAM, SIEM, and logging tools increase:
	○ Integration risk
	○ Audit prep time
	○ Dependency on consultants

•	 Auditors don’t care how many tools you have; they care how fast you can 
prove control.

Most CIOs inherited exactly this tool sprawl and fragmentation issue.

It’s time to shift focus to solution architecture maturity.
“When security is designed into the platform, compliance stops being a project.”

•	 Evidence is produced automatically when systems offer:
	○ Centralized identity and access management
	○ Built-in monitoring and logging tools
	○ Clear ownership of controls

With these features, states can be audit-ready by default.

Vendor accountability makes a real difference.
“The real inflection point for us was deciding who owns compliance updates.”

•	 If the state interprets new rules, designs changes, or procures tools:
	○ Compliance will almost always lag and drain resources.

•	 When the platform vendor owns regulatory alignment:
	○ Updates become lifecycle work, not emergencies.
	○ States shift from builders to overseers.

This shows governance maturity, not outsourcing abdication.

Findings are a part of the process, but the response is key.
“The goal isn’t zero findings – it’s predictable, fast remediation.”

•	 Findings will happen. What matters is:
	○ Can you locate evidence quickly?
	○ Can you fix issues inside the audit window?
	○ Can you do it without burning out staff?

This reframes success in real terms that we can improve upon.

Compliance impacts workforce sustainability.
“Fire-drill compliance is one of the fastest ways to lose good IT staff.”

•	 Constant audits + manual evidence gathering = burnout.
•	 Architecture decisions directly affect morale and retention.
•	 Calmer systems lead to calmer teams.

Many CIOs struggle to retain talent, but they don’t have to.

Questions to Invite Further Dialogue
•	 “Is our system helping us stay compliant – or are we propping it up?” 
•	 “If audit timelines shrink again, does our architecture survive?”


